90.457-001  Network Security

This course explores the theory, mechanism, and implementation of security in computer networks. Our goal is to provide an introduction to mathematical encryption and security protocols, and how these are applied to the infrastructure of IP (Internet Protocol) Networks. We will cover Classical ciphers and cryptographic methods such as DES, 3DES, BLOWFISH, RC5, and Modern Public Key cryptography: RSA, Diffie-Hellman Exchange. The second half of the course will introduce the principles and implementation of IPSEC (IP Security), SSL (Secured Socket Layer), and PKI (Public Key Infrastructure). The mathematics required will be introduced in class.

Instructor: Tak Yin Wong

Email: tak_yin_wong@hotmail.com
Phone: (617) 216-5103

http://www.qaalc.com/~twong
Office hours: Monday 6:30 before class, or by appointment

Course Perequisite:  90.462 or equivalent experience in IP networking, or by permission of instructor.

Textbook:
Cryptography and Network Security, Principles and Practice 3rd Ed.



William Stallings

Grading:



Homework

35%



Midterm

30%



Final or class project 35%


Topics for class project:

1) Virtual Private Network

A VPN builds a private network over the Internet by encrypting that data when they are forwarded outside of the private network.  Effectively, information can be shared securely by members of the VPN but without the cost of setting up an Intranet.  Explain the design and architecture of a VPN based on implementation of the IPSEC (IP Security) Protocol.

2) Web Security

Gary McGraw and Edward Felten of the Princeton Group have done extensive research into security with using the Netscape and IE browsers.  Their work primarily dealt with Java applets and content services that are susceptible to hacker attacks.  Explore and explain these issues and recommend counter measure against hacker attacks.

3) Blind Signature

David Chaum’s blind signature scheme provides a way for banks to sign off electronic cash to a legitimate applicant.

It employs a modified zero knowledge proof to hide the identity of the applicant effectively, and at the same time confirms the legitimacy of the applicant.  Jie Wang of UMass Lowell has found a weakness in the scheme that can be manipulated to make the signer approve something that is not her intent.  Explain the weakness in the context of the RSA algorithm.

4) Steganography

Steganography is a technique of hiding information in writings, pictures, audio and video data.  It came into spotlight because it was widely believed that terrorists used the Internet to disseminate information through steganography.  Investigate the common methods for hiding information with steganography and the counter measures.

5) Quantum Cryptography

Quantum cryptography utilizes properties in particle physics and the approach is entirely different from conventional cryptography.  Explain the basic theory in Quantum Computing and how a Quantum secure channel is more efficient and effective.  Some knowledge in Linear Algebra required.

6) PKI (Public Key Infrastructure)

PKI defines the registration and certification of public keys.  The current industrial standards are CMP (Certificate Management Protocol) and SCEP (Simple Certificate Enrollment Protocol).  Investigate the difference between these two and explain why the industry in general is being driven towards SCEP.

7) PGP (Pretty Good Privacy)

Phil Zimmermann amassed a large following after he developed the PGP, a cryptosystem for electronic emails, and publicized it as freeware.  His defiance and refusal to use the government standards for encryption landed him in court in a long-drawn battle with the Federal government.  Document the history of PGP and explain the issues regarding freedom of speech vs national security.

8) Security in Remote Management Model

Remote Management Systems allow a user to display and control a remote computer outside of her own domain.   The video data, keyboard and mouse actions are transmitted over a networking medium to the local operation client.  Describe a model for protecting the exchange of the data based on cost and performance.

9) AES (Advanced Encryption Standard)

In 2000, the National Institute of Science and Technology picked the Rijndael encryption algorithm to replace DES and called it the Advanced Encryption Standard.  Rijndael was developed by Vincent Rijmen and Joan Daemen.  It is a symmetric cipher utilizing mathematic properties of the Galois Finite Field.  Describe the algorithm and compare that with DES.

10) Other Suggestions

